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Abstract: The IDS with Automated Micro-service Recovery is a promising solution which protects the Java based

web environment and provides continuous service availability. The system uses the KNN algorithm to analyze

the network data and identify any anomalies by comparing test inputs against known normal patterns, unknown

patterns and attack patterns. If something is detected as being "abnormal", the system will dynamically reach out

to other microservice routes with matching scores to ensure that there are no disruptions. The architecture is based

on MySQL as the database management system, and Tomcat7 as the web server platform, which enables an easy

integration and deployment at the enterprise level java. IDS model gains a high accuracy rate both in normal

situations and in attack situations, while automatic service recovery has self-healing capabilities to increase the

reliability of the system and reduce downtime. Real time monitoring and risk assessment enables administrators

to take preemptive measures against network threats. Experimental testing has shown that the system can maintain

a very high detection rate and provide intelligent rerouting, thus providing a scalable framework for resilient

networked applications.
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1. INTRODUCTION

With the emergence of web-based services and
microservice architectures, the design, deployment,
and scaling of today's systems have come into a
vastly new paradigm. Java based web environments
are the preferred choice of enterprise solutions for
being platform independent, robust and well
supported by an ecosystem. But, with the
introduction of microservices, there's a lot of
complexity in managing them, and applications are
open to numerous network-level security threats like
invasion, lateral attacks, and service-level

anomalies. As microservices are always
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communicating over the networks, one small
security bug can quickly spread to the dependent
services, leading to larger damage and impacting

critical operations [1].

The dynamic behavior of microservices poses a
challenge to traditional network security techniques
like as firewalls, rule-based monitoring and
signature-guided intrusion detection. These methods
are predominantly reactive and make use of pre-
determined attack signatures and fixed criteria
limiting their application in the face of zero-day
threats and moving vectors. With the addition of
cloud-native

software-defined networking,

platforms and container orchestration, visibility and
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control of traffic become ever more complex and
complex making real-time anomaly detection a

must, not an option [2][3].

Anomaly-based intrusion detection has emerged as
a popular adaptive method for detecting anomalies
in normal network activity. Anomaly detection
techniques expose traffic patterns and service
interactions to bring to light subtle and undetected
dangers. In parallel, current distributed systems
focus on observability, robustness and automatic
failure recovery. A cloud-based monitoring
infrastructure and architectures based on telemetry
offer real-time visibility of service health,
performance and security events in a variety of

environments [4][5].

Recent breakthroughs in artificial intelligence and
graph-based learning have greatly improved the
anomaly detection capabilities in microservice
ecosystems. Technologies based on graph attention
networks, temporal modeling and functional
connectivity analysis are able to identify and
localize anomalies at a fine-grained level, even
within complex service relationships [6][7][8].
These smart approaches offer proactive threat
detection while reducing false-positive instances
and increasing system awareness. Besides, Al-
enabled mitigation technologies respond
automatically to identified risks, minimizing human

delay in response and intervention [9][10].

The major purpose is to create a secure and robust
Java web environment by way of continuous
network monitoring, accurate anomaly detection and
automated service recovery. The solution aims to
deliver continuous service availability, reduce the
time to security response, detect cascaded failures
and enhance overall reliability, while defending
applications built using microservice architectures

from today's network threats.
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2. RELATED WORK

Cloud-native and microservices-based systems have
become more complex and a lot of research has been
conducted in the area of intelligent security methods
to identify anomalies and ensure service reliability.
Recent research highlights that perimeter security is
not enough to protect distributed microservices,
where the attack is likely to be subtle behavioural
changes rather than a clear signature. Therefore, Al-
driven anomaly detection has become an important
way to enhance the security of cloud-native
applications by learning the usual behavior of
services continually and spotting malicious or

aberrant activity in real time [11].

There are several pieces of work that have a goal of
describing the nature of anomalies in microservice
ecosystems. The extensive research shows that there
are many data sources - such as logs, metrics, traces
- that collectively measure the system health. The
ability to correlate multiple sources can help
increase the accuracy of detection and context of the
assaults and faults within the anomaly detection
systems. Study of this area has shed light on the
ability to scale and adapt monitoring for service
interactions that vary in their dynamic nature
through the use of statistical and ML techniques

across dispersed systems [12].

The availability of representative datasets has also
played an important influence in the success of
anomaly detection studies. Microservice API logs
and metrics from open datasets are good
benchmarks for assessing detection methods. These
datasets are normal and abnormal operating patterns,
and can be wused to try out supervised and
unsupervised learning techniques and also for
repeatability in security research [13]. These tools

are especially beneficial for verifying intrusion
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detection approaches in scenarios that closely mirror

real-world deployments.

In practice, no labeled attack data exists, which has
resulted in growing interest in unsupervised
anomaly detection. In this place, the research is
focused on clustering, density estimation and
reconstruction based methods for anomaly
detection, without the knowledge of attack
signatures. These techniques work very well when
developing microservices' behaviors that evolve
frequently due to scalability, upgrades, and dynamic
routing [14]. Unsupervised models — flexible and
can be useful for identifying unusual threats and

performance anomalies.

Though detection continues to be important, current
efforts point towards the use of root cause analysis
and common security architectures. In the integrated
techniques, dependency analysis is wused in
conjunction  with anomaly  detection for
identification of failure or attacks in dependent
systems. Rather than single alarms for problem
response, these frameworks deliver actionable
information to shorten the time to diagnosis and/or
decrease the operational overhead in a large scale

microservice installation [15].

Security research has also been conducted on
microservices, from a more general software
engineering viewpoint. Security conversations and
evolution of vulnerabilities reflect on typical
vulnerabilities for the microservice communication,
configuration and deployment processes. These can
be used to discover common security problems and
to create more robust detection and mitigation
methods [16]. Systematic mapping research is
helpful to identify and categorize the current state of
knowledge of microservice security, thereby
merging the methodologies, barriers and open issues

for further research in the area [ 17 ].
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More security solutions for microservices are
starting to feature resilience and recovery. Studies
on disaster recovery processes, Kubernetes
orchestration, and cloud security procedures validate
the importance of automated response solutions.
These techniques help to isolate affected services
quickly, reroute them and restore them to normal use
thereby reducing downtimes and making them

available [18].

The self-healing system idea has been gaining
traction, with the addition of Al-based anomaly
detection. Such systems automatically react to
recognized anomalies by initiating corrective
measures, like restarting services, rerouting traffic,
or reallocating resources. Empirical studies have
shown that self-healing methods enhance system
resilience and reduce the need for manual

intervention in addressing security threats [19].

Finally, DL-based cybersecurity risk assessment is
extended by frameworks of the possible impact and
prioritization of the response to the anomaly
detection. It is these techniques that are used to
assess the risk in microservice architectures, so that
appropriate decisions are made, and the right
defensive measures are implemented in complex

cloud environments [20].

New studies have demonstrated the application of
smart systems in security and automation. Slamani
et al. [26] stress on human-centric industrial robots
for adaptive automation and system efficiency.
Kaushik et al. [27] present a discussion on how
blockchain can be combined with artificial
intelligence to better secure IoT. These, in
combination, give rise to secure, intelligent and

durable distributed computing environments.

3. MATERIALS AND METHODS
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The suggested system combines an intelligent IDS
and automatic microservice recovery to improve
security and ensure uninterrupted operations in Java
based online environments. It uses KNN algorithm
for analyzing network traffic , detecting anomalies ,
classifying events as normal or malicious by
comparing with known patterns . With the system,
risk scores are calculated by monitoring network
data in real-time, enabling proactive mitigation of
possible risks. When a defect or attack occurs in the
main service path, the system immediately uses
alternate microservices to provide the service
without interruption and to ensure the system is self-
healing. Efficient data storage is achieved with the
help of MySQL while the Tomcat7 with its scalable
deployment capabilities secures stable web
operations. Uploading data-sets, training an IDS
model, and visualizing real-time anomaly detection
and service rerouting, is done with an intuitive user
interface, which is solid for enterprise-level

applications [21][22][23].

system reliability

“Fig.1 Proposed Architecture of the Integrated IDS
System”

The workflow for a user-centric IDS is shown in Fig.
1. Secure wuser authentication and session
management gets started. It then branches off into
three fundamental components: loading and
preparing network data for feature extraction,
training a KNN model to identify normal and
abnormal traffic patterns, and automatically
triggering alarms and service recovery to ensure the

stability of the self-healing system.
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i) Load & Process Network Dataset:

Load & Process Network Dataset is important
network dataset module in the system, where the
users can load the network traffic data to the system
for analysis. After uploading the system checks and
validates the data on a large scale to make sure that
all data is filled properly, are correct and are in the
right format; which decreases the scope of errors
during further analysis. Some preprocessing
methods are used to clean the data, reduce noise,
handle missing values and normalize relevant
characteristics in order to make sure that the dataset
is consistent and adequate for anomaly detection.
The module also extracts some key characteristics
from the raw network data and converts it to a
structured format, which can be efficiently
processed by the IDS. The data is then securely
stored in the database, ensuring data integrity and
easy access for real-time monitoring and analysis.
The module's processing and organization of
network data improves the performance and
reliability of the IDS, making it more capable of
detecting anomalous patterns, and the provision of
proactive security management within the java

based Web environment.

ii) Train Anomaly IDS Models:

The Train Anomaly IDS Models module creates an
intelligent model for detecting and identifying
normal and abnormal network behavior. The system
leverages on this processed and validated network
data to identify pattern and correlation in the traffic
data, and captures the features of the routine
operations and potential anomalies. By training the
model to identify these subtle shifts, it can enhance
its real-time threat detection capabilities, improving
its ability to detect malicious activity or system
failures. This module also fine-tunes the model

parameters to boost classification accuracy and also
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minimize false-positive false-negative rates, for
dependable network event analysis. The model
leverages past and current data to gain knowledge
and gain predictive capabilities to make decisions
proactively. Once trained, it can accurately classify
network events as they come in, and rate the risk of
each event so that automated responses can be made.
This guarantees that the operations of microservices
are durable, safe and can recover from abnormal

scenarios.

iii) Alert & Service Recovery:

The Alert & Service Recovery module continuously
evaluates network events as they happen and
identifies anomalies in the incoming data that might
be a security threat or cause issues within the
network. Each event recorded is given a risk score
that measures how severe and likely an attack or
failure is. In case of anomaly with high risk, the
other microservices are automatically activated to
reroute the traffic, thereby avoiding any disruptions
in the operations and lack of service continuity. This
self-healing ability means that essential services can
remain operational during an attack and if the system
fails. Meanwhile, alerts are generated and sent to
administrators, providing real-time information on
hazards detected and making it possible to have
some human monitoring when necessary. The
module is intended to be designed in a way that will
make it proactive in detecting anomaly and
automatically recover from it in order to increase the
resilience, dependability and security of the online
Java environment. It ensures that the system remains
operational and secure during failures, provides
strong and resilient network management, and

minimises downtime and safeguards sensitive data.

iv) Algorithm:

KNN is one of the most popular supervised ML

algorithms which is used for classification and

www.ijesat.com

regression by measuring the similarity between the
data points. The approach involves calculating the
distances between a test instance and every training
example, usually via some distance measure such as
Euclidean distance or Manhattan distance, and
determining the closest neighbors. K is a constant
number of closest neighbours . The majority label of
these neighbours is then used to determine the class
of the test instance. KNN has been effectively
applied in the context of network security to detect
anomalies based on comparison with known normal
and malicious patterns in the incoming network
traffic [24]. This allows the system to give a risk
score to every network event, accurately identify
potential risks and support proactive risk mitigation.
As KNN is simple and can be used to perform real-
time analysis for continuous monitoring, automatic
decision making, and maintaining service stability in
online Java based applications, it is suitable for

dynamic contexts [25].

4. RESULTS AND DISCUSSIONS

Fig.2 Tomcat7 Server

In above fig 2, you can see that java web server is
started. Open browser and type:
http://localhost:8080/Microservicel DS/index.jsp

and press enter key to get the following page.
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Failure Detection
& Recovery
[~ Sitmas spaiara )

Fig.3 Home Page

Click on the ‘Registration Here’ link in above fig 3

to get below page.

Failure Detection
& Recoverws
[

|« P
Fig.4 Registration

Here, user enters sign up details and then clicks on
the button to reach the below page: In above fig 4
user is entering sign up details and after that click

button to reach below page

Fallure Detection 3
& Recovery
o———rT——o

New User Signup Page

process complstad. Login to parform network fault Detection

Fig.5 Registration Process Completed

In above fig 5, user sign up task accomplished and

now click on ‘User Login’ link to arrive at below

page.
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Fallure Detection
Recovery

Fig.6 User Login

After login it will display below page in fig 6 above.

Fallure Detection
& Recovery
[ enstnasy Spataas

Fig.7 Main Page

Click on ‘Load & Process Network Data’ link in the

fig 7 above and you will be directed to the following

page:

Integrated Intrusion Detection Syster (IDS) wi

Fallure Detection ==

-me
e
& Recovery i it =
[E—ss whttmra| [
- m—
s B

Loading & Processing Network IDS Dataset Page l
b Netweek Datast [ Goumer

Fig.8 Upload Network Dataset

After uploading a dataset as shown in above fig 8,

click buttons to get below page.
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Failure Detection
& Recovery
[SSee

Fig.9 Dataset Loaded - Result

Now click on the ‘Train Anomaly IDS Model’ link
in Fig 9 above and you will get the following page;

the model will be trained.

Fig.10 ML IDS Detection Accuracy

In above fig 10, java based KNN IDS model got a
accuracy rate of 97% now click on ‘Alert & Service

Recover’ link to view below page.

allure Detection

- ) "

& Recovery l e

T i
e

Fig.11 Upload Test Data

Pick and upload test data in fig 11 above and click
on any button to get below page Fig 12.
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Fig.12 Test Data Result — Normal or Fault Detected

In above fig 12 network test data can be seen in 1st
column and in 2nd column detected status and risk
score will be seen, If detected as ‘Normal' then it will
continue with ‘Primary Route Service' and if
detected as ‘Fault' in ‘Primary Route' it will take
‘Alternate route' as ‘S2' to show as ‘Self Healing

Concept'.

5. CONCLUSION

The Integrated IDS with Automated Micro-service
Recovery is a highly effective solution to enhance
security and reliability in online environment based
on Java. The KNN algorithm is employed to
efficiently detect abnormal network behavior by
comparing the data received with the data that is
known as a normal case or attack case. A high
detection accuracy of 97% is achieved, which
guarantees correct classification of the events within
a network with fewer false positives. The automatic
service recovery method is enabled at all times, as it
dynamically switchs to the alternative microservices
when abnormalities are found in the primary service
route, as a self-healing capability. Combined,
MySQL for database management and Tomcat7 for
web deployment offer a powerful and scalable
platform for enterprise applications. Real-time
monitoring and risk scoring and analysis enable
administrators to get actionable intelligence about
the health of their network to aid in quick threat

response. Overall, the system successfully combines
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anomaly detection and smart service management
functionality to provide a robust and secure
architecture that ensures operational stability,
reduces downtime, and improves the security of the

Java-based Web services.

For future research, more sophisticated ML and DL
models can be explored, such as RF, SVM, or
LSTM, to further enhance the effectiveness of
anomaly detection and to better handle the changing
nature of attacks. We could incorporate into them
real-time threat information feeds and automated
threat prioritization to provide more proactive
defensive systems. With distributed microservices
and cloud based deployments, the scalability and
fault tolerance would also be enhanced. Predictive
analytics and behavioral profiling can assist in
uncovering advanced and zero-day threats.
Furthermore, a graphical dashboard for real-time
visualization of network status, anomalies and
service recovery actions will make the system more
user-friendly for administrators and intelligent and
adaptive, providing complete network security

management.
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